United Nations High Commissioner for Refugees
Haut Commissariat des Nations Unies pour les réfugiés

ITB No.: ITB/AZE/004,/2021
SUPPLY OF SERVERS & NETWORK SECURITY SYSTEMS FOR UNHCR BAKU, AZERBAIJAN

Annex A
Technical Specifications - MODIFIED

No Item descriptions Unit (0] 54

Lot 1:
Server

Model: HPE ProLiant DL380 Gen10 6226R 2.9GHz 16-core 1P 32GB-R
S100i NC 8SFF 800W PS Server

1 | RAM: 16 x 32GB

CPU: 2x Intel Xeon-Gold 6226R (2.9GHz/16-core/150W) Processor Kit

for HPE ProLiant DL380 Gen10

Storage: 2x 32GB flash memory or SSD disk with raid support

NIC: 4x Ethernet ports

ILO: 1x Ethernet port

FC: 2x 16Gp/s single HBA with SFP

Power Supply: 2x HPE 800W Flex Slot Platinum Hot Plug Low Halogen
Power Supply Kit

Each 3

Or similar model of different brand meeting the minimum requirements
listed above

Lot 2:
Network Security System meeting the below minimum requirements:

Network Security Device with HA (Highly Available function)

NGFW:

Firewall throughput (HTTP/appmix) - 4 Gbps

Threat Prevention throughput (HTTP/appmix) - 2 Gbps
IPsec VPN throughput - 2.5 Gbps Each 2
2 | Max sessions - 1 M

New sessions per second - 50.000

Hardware Specifications:
* Hardware Accelerated Ports:
e 10/100/1000 -12
e 1G/10G SFP/SFP+ -8
e 40G QSFP+ -4




The following accessories will be purchased
depending on the selected device:

e Transceiver modules

e DAC cables

e other...

Environmental specifications:
e Rack Mountable Form Factor
¢ Hot swappable Redundant Power Supplies

Subscriptions
3 years Threat prevention subscription in HA pair

Support
3 years Partner enabled Premium Support (PRM with startup the device)

Installation and migration services
Installation and migration services from present firewall (Cisco) to the new
firewall.

Note:

The selected supplier will be responsible for transportation, loading, offloading
and installation of the procured items.

PaloAlto 3220 or similar model of different brand meeting the minimum
requirements listed above.

Please provide complete details of the suggested items in your offer through Annex “B” - Technical Proposal

Form- including Brand, Manufacturer, Country of origin and quality certificates.

UNHCR will consider offers for partial list of items in the ITB from responding vendors and may decide on
partial award. Therefore, suppliers may wish to provide offer for either of the items in ITB.

If your offer is selected, the item to be delivered should be exactly as per the details provided in your offer.

Please provide the delivery date. Early delivery could be considered favourably during evaluation.

If your company is not already registered with UNHCR, you should complete, sign and submit with your

technical proposal the Vendor Registration Form -Annex D of the ITB.

Your technical offer should contain your acknowledgement of the UNHCR General Conditions for Provision

of Goods and Services by signing Annex E.



